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What is Volatility?

Forensics framework to acquire digital
artifacts from memory dumps

Completely written in Python
Current stable version is 2.0.1
Easy to use plugin interface

Supports the following x86 Windows versions
Windows XP SP 2, 3
Windows 2003 Server SPO, 1, 2
Windows Vista SP O, 1, 2
Windows 2008 Server SP 1, 2
Windows 7 SP O, 1
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How does Volatility work?

Volatility versions <=1.3 only supported
Windows XP and searched for hardcoded
values, e.g. to detect the Kernel Processor
Control Region (KPCR)

Starting with version 2.0 advanced scanning
techniques are being used to detect the KPCR

If KPCR.baseaddr == *(baseaddr +10)
Then Start_Sanity_checks()
or DBGKD_DEBUG_DATA_ HEADER64 Scan

For details on these scanning techniques
read the following articles

http://blog.schatzforensic.com.au/2010/07/finding-object-roots-in-vista-kpcr/
http://gleeda.blogspot.com/2010/12/identifying-memory-images.html
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How does Volatility work?

After detecting the right Windows version and its KPCR,
volatility scans for dozens of other structures inside a dump
file. Additional plugins like malware.py hunt for malicious
activities by using strong heuristics or comparing results
from different structures

Typical structures being parsed are:
_EPROCESS und _KPROCESS
_KTIMER
_TCPT_OBJECT
_ETHREAD und _KTHREAD
_CMHIVE
_LDR_DATA_TABLE_ENTRY
_KMUTANT
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Show active processes via _EPROCESS list parsing

E:\Uulatility—ﬂ.E.i}Eul.EE Eslist - \furensics\maiware—images\ieruﬂccess.de
Uolatile Systems Uolatility Framewor .

OffsetCl> HName PID PPID Thds Hnds Time

Bx825h4838 Suystem 4 LH 19789-681-81 B8:80:
Hx824%ecl1B smss.exe 36 21 2011-12-06 11:15:
Bx824867480 csrss.exe 604 2011-12-86 11:15:
Ax823055f8 winlogon.exe 632 2011-12-86 11:15:
Hx8232e888 services.exe 676 2011-12-86 11:15:
HxB822fddal lsass.exe 688 28111286 11:15:
Ax824%adaB uvmacthlp.exe 848 2011-12-86 11:15:
Bx82426c38 svchost.exe 2011-12-86 11:15:
HxB822afdal svuchost.exe 28111286 11:15:
Bx822f3aB88 svchost.exe 2011-12-86 11:15:
Hx82448498 svuchost.exe 20111286 11:15:
Hx822dbh7a8 svchost.exe 280111286 11:15:
Ax82323228 explorer.exe 2011-12-86 11:15:
Hx828hda3d B 2011-12-86 11:15:
Bx820c6A38 145896676 2011-12-86 11:15:
Hx8282h57H ctimon.exe 28111286 11:15:
Bx8232bh228 mscorsvw.exe 2011-12-86 11:15:
Ax820858cB8 UMUpgradeHe lper 2011-12-86 11:15:
Ax820311f8 umipruse.exe 2011-12-86 11'15:
Ax8287edal alg.exe 2011-12-86 :
Bx82847838 wuscntfy.exe 2011-12-86

Hx824247e8 cnd.exe 2811-12-06

HxB823aa658 wind2dd.exe 2811-12-86

Pk b b ] =] N ) ek ek
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Show running modules/libraries to processes via Process
Environment Block parsing

C:wlolatility-2.8.1Jvol.py dlllist -t “forensics\malvare-images\Zerolccess.dnp —p
Unlatile Systems Uol3 L 1) 3 A

T L L L hh L L L LI L L L LB L L L L L L LB LB L L L LR L L b LRI L L L E T I T L b T TaTad
1145696676 pid: 1656

Command line @ 1145896676:456572859.exe

service Pack 2




FRANK BOLDEWINS

@  WwWw. ﬂ::pﬂ:‘fﬂﬂﬂﬂ ORG

Hunting for the C&C server with the connscan feature via
_TCPT_OBIJECT parsing

C:sUolatility—2.8. 1?201 EE connscan —1 fnren31cs\ma1ware 1mages\carherp w1th_huutk1t umem |
Dolatile Systems UoIaT1lity Framework 2.0
Offset Local Address Remote Address Pid

BxB22eebcl 192.168.2.185:1833 [66.156.86.78:80 852 |

E:\Uulatility—E.E.ii;nl.py memdump —f “forensicswmalware—imagesscarberp_with_bootkit.umem —p 852 —D dump |
Uolatile Systems Uo g

riting suchost.exe [ 8521 to 852.dmp

C:sUolatility-2.8.1Fstrings dumps852_.dmp | grep —1i http:/” | sort | unig —u
‘http:=/Avu.certplus . COMF GRLFCIaS Sl -0 1D

http://navigationshilfel .t—online.desdnserror?url=http: /" n788uwfgehud?efhwji.comn/
fthttp:/swuw.entrust .net/-CRLAnetl.crl@+

$http://cr1.uerisign.cum/pcal.1.1.cPIEG

Shttp:/7crl.verisign.conspca2.1.1.cr1B8G

&htto://uwy.certolus.com CRLAclasszl.crl@
http:- 7 activex. microsoft .com/controlsfind. asp?ext=xszshmime=xs

tAgo .microsofticomAfuwlinks?LinkId=374

g0 .microsoft.comAfwlinks?LinkId=488

tAfqo amicrosoft.comAfwlinkA?Linkld=4238&c lcid={SUB_CLCID}
tAqo microsoft . comAfwlinkA?LinkId=6258&c1cid={SUB_CLCID>
A0 .microsoftocomsfulinksevents.asp

tAf1e . searchomsn .coms*

tA1e.searchomsn ccomsL8UB_RFC1766% /srchasst/srchasst . htn
i//ie.search.msn.con/{3UB_RFC1766}/srchasst/srcheust.htm

:// i-bhinAtwcd /B_1168_
y wtgehud?ef huji.confaadtygecagpuukygrgnhwzhskzts lzoyodwe isvuf reizibnf 2vo jxhaw. phtm
http:~/ n?ﬂﬂwf ehuB%efhuji.confagtuvgokafbkpsvsevneavvedae Ingguevushuvhozzzdsgrdvoytuyohenkgl . 7=

G:\Uulatility—E.E.ijnsluukup n788uf gehuBfefhuji.com
Server: speedport.ip
Address: 172.168.2.1

Micht autorisierte Antwort:

Mame = n788uf gehud%ef huji
Addreszes: 52.15?.143.133,IEE.IEE.EE.7E |
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Virtual Address Descriptor (VAD)

The VAD is a kernel data structure that
describes the allocated memory pages of a
process, e.g. loaded modules, mapped files
or private heap

A very often used malware technique is to
inject its malicious code into
trusted/privileged processes, e.q.
Services.exe, Svchost.exe, Winlogon.exe
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VAD parsing to find injected code with “"malfind”

Regular loaded libraries in the address space of a
process are of type _MMVAD or _MMVAD_LONG

Dynamically allocated memory pages created via
VirtualAllocEx/WriteProcessMemory are of type
_MMVAD_SHORT

If these memory pages additionally are marked as
PAGE_EXECUTE_READWRITE, this is a good indication
for the malfind feature to write this page to a dump
directory

With the YARA library in combination further malware
indicators could be detected
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Hunting for injected code inside trusted/privileged processes
and scan for typical malware pattern with YARA

c:i\olatility-2.8. iluul DY mallind -1 Puren31cs\malware —-imagesscarherp_with_hootkit.vmem —p Bh2 -¥ maluare. yara =D dump |
lolatile Systems Uo

Pid ar Tag Hits  Protect
. 852 AxAABaPRRA Exaffffﬂﬂ Vad 1 PAGE_ERECUTE_READWRITE
: dumpssvchost.exe. . HiWa —WHHaf £ £ £ . dmp
I i i
Descrlptluq iﬂarherp with hootkit — usermode dll |

b2 be 6b 2e 6bc 69 73 74 B8 BO BA 6@ bnk.list....nobn
bh 2e 6c 69 73 74 B8 B8 dB cB Ba 6@ k.list...... wely
b4 29 28 5h 28 25 73 28 5d 20 3a 28 d> [ #s 1 : #s..
bd 6e 68 73 6c 73 74 33 32 2e b4 61 mnhs1st32.dat...
Ad Ba 38 Bd Ba Bd Ba B8 43 &f be 74 N - I Content-
L4 72 61 be 73 66 65 72 2d 45 Ge 63 Transfer—Encodin
67 3a 28 62 69 6e 61 72 79 B0 PO B8 g: hinary...appl
6?2 63 61 74 69 6f be 2f 6f 63 74 65 ication/octet-st

47 53 56 53 6f 66 74 S5c 58 72 bf 6a GSUSoft.Projects
Lc 41 67 65 6e 74 73 5¢c 42 75 69 6be Agents.Builds.B
67 be Gc 52 IQ bc 65 61 73 65 5S¢ 4c in.Release.Loade
72 5f 64 bc o: 2e 78 64 62 B0 BA 6@
B8 A8 AP PO BB AP BB PO A0 BB BA 6@
B8 B0 AP PO B8 fe ff ff ff PO PO 6@
ff /8 BB BB 6@ fe ff ff ff B0 PO 6@
B8 A8 BB BB B8 1f h8 Ba B8 33 b8 Ba
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PE-File fixing via impscan to have clean importnames inside
IDA Pro

c:\Uolatility-2.@.1}vol.py impscan -f “forensicsmalware-imagesscarberp_with_bootkit.vmem —p 852 -D dump -a AxBBRaABBA -u
i ctems Uo TRTTTILY ITAlCUGLE Cab

Finished after 31.7660088324 seconds
c:\Wolatility-2.0.1%cd dump

c:\Wolatility-2.08.1\dumpFidag 852-aBBB@-affff.idh

hinstDLL dword ptr 8
fdwReason dword ptr HCh
1puReserved dword ptr 16h

hinstDLL
fdwReason
1pvReserved

dword ptr 8
dword ptr GCh
dword ptr 18h

mov pdi, edi mov pdi, edi :
push ebp Ohne IMPSCAN! push ebp Mit IMPSCAN!
nov ebp, esp mov ebp, esp

cmp [ebp+fduReason], 1
jnz short loc_1080BC23
cmp dword ptr ds:@ACBBCH,
jnz short loc_10080BC23
push  [ebp+hinstDLL]

call  dword ptr ds:BACE16hH

chp [ebp+fduReason], 1

jnz short loc ABC23

chp ds:dword ACOBC, B

jnz short loc ABC23

push  [ebp+hinstDLL] ; hLibHodule
call  ds:DisableThreadLibraryCalls
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View of named mutexes to identify typical malware pattern

C:sUolatility-2.8.13vol

i .EE mutantscan —= —f “forenszics'malware—imagessspyeye.vmen |

Uplatile Systems VolatiliTy Framewor

Ohj Type
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
thistory.iebh?’
AxA2A6 7400 @x821h1848
AxA2A6be348 @x821h1848
Bx@28777h8 Gx821h1848

ry internet filestcontent.ie5?

BxB2Bac35B BxB21hi848
laufthistory.ieb?’

BxB2B0ac488 BxB21hi848
BxB2Bacded BxB21hi848
BxB20h?310 BxB21hi848
AxA2BcAabl BxB21hi848
AxA20c3338 BxB21hi848

porary internet filestcontent.

Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848

#iPtr #Hnd Signal

=N ]

5
i
i
i
3
3
3
3

i O b [t [l [l [ bl b b3

= [l Dol [l Gl O3l [l Ol [ [

Y e T

O b b e D b G e b b e 0 b e e b e e b G b

Pk bk ok ok ok ok ok ok ok ok ok ok ok ek ok ek ok ok ek ek ok ek ek ok ek () ek ek ek ok ek

Thread

BxPRARRAAA
BxPRARRAAA
BxPRARRAAA
BxPRARRAAA
BxPRARRAAA
Bx81c5a248
BxPRARRAAA

HxHRARBAAA
HxHRARBAAA
BxBBARBAEA

AxPARRRBAA
AxPARRRBAA
AxPRBRRBAA

AxPARRRBAA
AxPARRRBAA
AxPARRRBAA
AxPHABRRBAAR
BxPHEBARBAA

HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxBBARBAEA

cID

284:236

Name

! Perf Proc_Perf _Library_Lock_PID_188°

'ThinPrint-L*

'MSCTF.Shared .HUTER . AMF’

‘PerfMet_Perf_Library_Lock_PID_188°

' Mbhhf 356%adEncrypt!

‘uzcntfy_mtx’

‘c:tdokumente und einstellungentkarlchentlokale einstellungentverlauf

‘c:tdokumente und einstellungentkarlchentcookiest’
‘SRDataStore’
‘citdokumente und einstellungentkarlchentlokale einstellungenttempora

*@BCADFD67AF62496dB34264FAAAFS624A°
‘YininetStartupMutex’
‘c:tdokumente und einstellungent?localservice!lokale einstellungentver

*238FnD31089D3473aB4764B20B3731848°
’4FCGEDEFE22G4f138FB?DEHF25FD9398’

Hfgg& Efff Efrrary_Luck_PID_iﬂE‘
c-Taokumente und einstellungentlocalservice!lokale einstellungenttem

‘DBYinMutex’

‘YininetProxyRegistryHutex’
‘PSched_Pewrf_Library_Lock_PID_188*
‘PerfDiszk_Perf_Library_Lock_PID_188°
UMuwareGues tCopyPasteMutex’
‘Remoteficcess_Perf _Library_Lock_PID_188°
! _'MSFTHISTORY? '
‘Perf05_Perf_Library_Lock_PID_188*

__SPYNET_REPALREADYSENDED__
ck_PID_188°

*I1SAPISearch_Perf _Library_Lock_PID_188°
'CTF.LBES .MutexDefaultS-1-5-21-1060284298-1214448339-839522115-168@83"

12
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Hunting for code hooks to detect manipulated system functions

G: \Uulatlllty 2.8.1
Systems Uo

.exel616]
.exelb16]
.exel616]
.exel616]
.exelb16]
.exelb16]
.exel616]
.exel616]
.exel616]
.exe[616]
.exe[616]
.exe[616]
.exe[616]
.exe[b1b]
.exelb16]
.exelb16]
.exelb16]
.exelb16]
.exe[b16]

iuul .py apihooks -f “forensics\malware-images\spyeye.vmen

Type

inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline

Target Ualue
ntdll d11tLdrLoadD11[Bx7c?261call ﬂx?c?EElcalJHP BxeaB3dhl CUNKNOWND !
ntdll.dl11!NtEnumeratelalueKey [Bx7c91d976L] Bx7c?1d? xea7 Lie

ntdll.d11tNtQueryDirectoryFile [Bx7c?¥1dfSel] Bx7c91dfSe JMP BxeaB?7df CUNKNOWND
ntd1l.d11*NtResumeThread [Bx7c91e45f L] Bx7c91ed5f JHP BxeaB9995 CUNKNOUND
ntd1l.d11*NtUdnControllBx?c91e975L1] Bx7c91e975 JMP BxeaBd?897 C(UNKNOUND
userd2.d11!TranslateMessage [Bx?7d18bceli] Bx77d18hce JMP BxeaBS879 CUNKNOWND
wininet.d11'HttpAddRequestHeadersA [Bx771954cal] Bx771954ca JHP BxeaBf2dB CUNKNOWND
wininet.d11*HttpOpenRequestA [Bx77194achL] Bx7?71%4ach JHP BxeaBefBB CUNKNOWND
wininet.d11tHttpQueryInfol [Bx7H ¥8cbali]l Bx77198cha JMP Bxeallel® CUNKNOWND
wininet.d11*HttpSendRequestA[Bx?71976h8L]1 Bx771976h8 JHP Bxea@?74? C(UNKNOUN)
wininet.d11*HttpSendRequestWBx?71e1BA8L] Bx7?71e1868 JHP Pxea@?88@ C(UNKNOUN)
wininet.d11!InternetCloseHandle [Bx771961dcL] Bx7?71961dc JHP Bxeal2?88 CUNKNOWN)
wininet.d11!InternetQueryDatafvailable [Bx771a325fL]1 Bx?1a325f JMP BxeaBf 548 CUNKNOWND
wininet.d11tInternetReadFile [Bx77199555L]1 Bx?7199555 JHP Bxeall6b@ CUNKNOUN
wininet.d11tInternetReadFileExfA [Bx771c?e%ali] Bx?71c7e%a JHP Bxeal27h@ CUNKNOUND
wininet.d11tInternetWriteFile [Bx?1c?953L] Bx771c7953 JMP BxeaB??h? CUNKNOUN)
advapid?.d11!CryptEncrypt [Bx77dc1558L]  Bx??dci1558 JMP BxeaB6fdo C(UNKNOWND
ws2_32.d11Ysend [Bx71a1428al] Ax?1ai1428a JMP BxeaBe?36 CUNKNOUND
crypt32.d11tPFR ImportCertStore [Bx77abf 74811 Bx77ahf' 748 JHP BxeaP23af CUNKNOUND
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Memory, disassembler and structures view via the interactive
shell

c-xUolatility—2_@_.1Jvol.py volshell —f “forensicsmalware—images“Spyeye . Uumem I

Uplatile Sysz=temz Uo g )
Current context: process Suystem, pid=4,. ppid=0 DTEBE=Bxaf?8068

Welcome to wolshell? Current memory image is:s

filez///ClTorensics/malware—images SpyYeye .umem

To
»2xlcocioff
Cur
»>22>1db{Bxe
Heal
Headddl @
Headdd2@
Head@d@@d3@
He addd@d48
He a@d@d5 @
He ad@dd6 @
He ad@@@a7a

rhhoe’

zet=Mone .
aBlBBaE ,
hi

aa
an

74
6d

pid=616 .
length=128.,

name =Mone»

5

ace=Mone>

5]5]
(5]5]
5]5]
cd
72
be
Ha

=616 .

Bxealdidh2
Bxeadidbh4d

ace=MHone»

-

space=None > |

Bhec
81 ecacldda@ag

Hxealdidbha 53

HBxeadi4dbhhb
HBxealdidbc
Hxeadidhd
Bxealdidbe
Bxeadldbi
HBxeal@i4dch
HBxealdi4dc?
Axeadidca
Bxeadidcd
HBxealdidce
Bxealdi4dl
HBxeald3i4d2
Hxealdi4ds
HBxealdi4ddb
P2 guitdd

c 7458707 7a28e
8h4514

c-xUolatility—2_8_1>_

ppid=444 DTE=-8x713868068

t

iz program canno
be run in DOS
mode....5%

IJHP Bxeald3i4bl I

FUSH EEBFP

HMOU EBF. ESP

SUB ESFP. HBxac

FUSH EBX

FUSH ESI

FUSH EDI

IHC EAX

DEC EAH

MOU DWORD [EBPF-8x81.
MOU EAX. [EBP+Bxi141

PUSH ERAX
MOU EAX. [EBRP+Bx181]
[EBP+Bxc 1

PUSH ERAX
MOU EfAX .
PUSH ERAX
MOU EAX .
PUSH EAX
CALL DWORD [EBP-6x81]

[EBP+Bx8 1

Bxea2 77 7A
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Registry Hives

Table of standard hives and their supporting files

Registry hive Supporting files
HKEY_CURREN System, System.alt, S

HKEY_CURREN Ntuser.dat, Ntuser.dat

HKEY_LOCAL_ Sam, Sam.log, Sam.sa

HKEY_LOCAL _ Security, Security.log,

HKEY_LOCAL_ Software, Software.lo

HKEY_LOCAL_ System, System.alt, S

HKEY_USERS\. Default, Default.log, D
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Show registry hives of a system via _CMHIVE parsing, e.g.
...\config\system points to registered services on a windows
system

C:\Jolatility-2.0.13vol.py hivelist -f “forensics\nalvare-images\rustock-h.vmen
CalllEWUE R al]

Uolatile Systems Uol@
Uirtual Physical  Name
Axelhd@468 Bx12686468 “Device\HarddiskUolumei\Dokumente und Einstellungen‘LocalServiceslokale EinstellungensAnwendungsdatensMice
osof t\Windows\lsrClass.dat
Pxelcf9888 Bx1269cBB8 “DevicesHarddiskUolumei\Dokumente und Einstellungen‘LocalService‘NTUSER.DAT
Bxelaf?0@8 Bxi11fde@8 “DevicesHarddisklUolumel\Dokumente und Einstellungenikarlchen\Lokale Einstellungen“Anwendungsdaten\Microsof
t\lindows\lsrClags . dat
AxelhB20M8 Ax12652008 “DevicesHarddiskUolumel\Dokumente und Einstellungen‘karlchen\NTUSER.DAT
Pxel79£928 BxPad6B928 “DevicesHarddiskUolumei\Dokumente und Einstellungen\NetworkServicelLokale Einstellungen‘Anwendungsdaten\Mi
crosof t\lindows\lUsrClass.dat
Pxe1702808 BxPalhhBB8 “DevicesHarddiskUolumeiDokumente und Einstellungen‘NetworkService\NTUSER.DAT
Pxeld42d378 BxB781£378 “DevicesHarddisklUolumel\WINDOWSSsystemd2hconf ighsof tuare
Bxeld4156h8 BxB75cdbhB SDevicesHarddisklUolumel\WINDOWSSsystend2hconf ighdefault
Bxeld415h68 BxB75cdho® “\DevicesHarddiskUolumel\WINDOWS\system3d2\conf ig\SECURITY
erl41ahﬁﬂ BxB75d7h68 \DevicesHarddisklUolumel\WINDOWS s ystemd2hcont ig\SAN
A8 BxB2d59288 |l nae
Kﬂlﬂ35hﬁ BxB2hB4ho8
AxelWZd0W8  BxB2ahdB0g nu name
AxBA66e?04  AxBB66e?B4 [no namel
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Show registry key that looks suspicious or was hidden through
API hooking on a live system

C:\olatility-2.8.1Jvol.py printkey -f “forensics‘malvare-images\rustock-h.umem -0 Bxel@35h6d -K ControlSetBB1\Services\pe3Bb
Uolatile Systems UoIZ T TTaNENOrR 2.0
Legend: (5> = §table <UD = Uolatile

Registry: User Specified
Key name: pedd6 (5>
Last updated: 2018-12-88 @7:51:15

Subkeys:
(8) Security
(U} Enum

Ualues:

REG_DWORD Type (51
REG_DWORD Start (01
REG_DUORD ErvorControl & (5D
REG_ERPAND_SZ ImagePath 1 (8) DITNCAHINDOWSssystem32:12x32.5ys
REG_SZ DisplayName : (8) Min23 lzx files loader

REG_SZ Group : (8) Hase

REG_BINARY  ExtParam 1 (5

AAB@ 1D DE 5B CB 93 E@ Bi HF AA @A S .
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Interrupt Descriptor Table (IDT)

The Interrupt Descriptor Table (IDT) is a structure
which is used when dispatching interrupts

Interrupts can interrupt an execution of a program to
to handle an event

Interrupts could be a result of a hardware signal or
software based using the INT instruction

The IDT descriptor table can handle 256 entries

The descriptor to the table can be written with the
instruction LIDT and read with SIDT
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Show IDT to detect manipulated interrupts

c:\Uolatility-2.B.14vol.py idt —f “forensics'malware—images“rustock-h.umen |

Uolatile Systems Uolatility Framework Z.HW

Selector Function
KiTrapHda
KiTrapfil
KiTrap#2
KiTrapA3
KiTrapi4
KiTrapAh
KiTrapBb
KiTrap@?
KiTrap@s
KiTrapBd?
KiTrapBA
KiTrapHdB
KiTrapBAcC
KiTrapdD
KiTrapBE
KiTrapHF
KiTrapiB
KiTrapil
KiTrapi2
KiTrapl3

Index

==

el ey L— ] - == === e =gy VTR LY ) ]
=

8
8
e
8
8
8
8
8
5
8
8
8
8
8
8
8
8
8
i
8
8

KiDebugService

Ualue
Bx8853d36c
Hx8853d4ed
BB
Hx8853d8h4
Bx8A53dald
Hx8853dh708
Hx3853ddB4
Bx8853e3b6c
B+
Hx8853e7908
Hx8853e8hA
Bx8853:9f0
Bx8853ecdc
Bx8853ef 30
Hx8A53f620
Bx8A53Ff958
AxBAL3fa7A
Bx8A53f hal
Bx8A53Ff95A
Bx8853fdina
Bx8853Ff958

AxBA53d778

Details
ntoskrnl.exe
ntoskrnl.exe

ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe

ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe

ntoskrnl.exe .

.text
.text

.text
text
.text
.text
.text

.text
.text
text
.text
text
.text
.text
.text
.text
text
.text
text

HxbHbhY  3c

ntoskrnl.exe .

=» JNP BxfGecHedb

Kisystembervice

KillnexpectedInterrupt@
KillnexpectedInterrupti
KillnexpectedInterrupt2

WxEWL IFT5H
Ax8A53hd18
Bx8053hdla
Bx80853hd24

ntozkrnl.exe .
ntoskrnl.exe .
ntoskrnl.exe .
ntoskrnl.exe .

=» JMP Bx8853c4f?
=» JMP Bx8853c4f?
=» JMP Bx8853c4f?
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Show registered services (incl. hidden) and

records

c:\Uulatility—z.B.iﬂuul.py sucscan —f \furensics\malware—images\rustuck—b.umem]

Uolatile Systems Uolatility Framework 2.9
Record Oprder Pid L ET T

‘Abiosdsk’
* abp486@n5”*
‘ACPI*
ACPIEC’

“Iriver-AFD
Bx0

sDriversagpd4@
Bx9 ‘Ahalbdx’

‘aicBu2’

‘Alerter’
7 *ALG!
C:\HINDOHS\System32\alg:exe
‘amsint’

*AppMgmt*

*asc33sBap’
*asc355@’

DizplayMame

'Abiosdsk’

' abhp486@n5”*

'Microsoft ACPI-Treiber’

'ACPIEC’

*adpul 68m’*

'Microsoft Kernel-Echounterdrsxfcocckung’
'AFD’

‘Intel AGP-Bus-Filter'

‘Ahalbds’

‘aic?Bu’

TaicPBx!

‘Harndienst’

'Gatevaydienst auf Anwendungsebene’
‘Alilde’

‘amsint’

'Anvendungsvervaltung’

] I

asc
tasc33sBap’
' asc3ss@’

status via _SERVICE*

Tupe

SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERHMEL_DRIVER
SERVICE_KERMEL_DRIVER
SERVICE_KERMEL_DRIVER
SERUICE_KERNEL_DRIUER
SERVICE_KERNEL_DRIVER
SERVICE_WIN32_SHARE_PROCESS
SERVICE_WIN32_OUN_PROCESS
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_WIN32_SHARE_PROCESS
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER

*Win23 l1lz=x files loader’

SERVICE_KERMEL_DRIVER
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Comparing the results of function "modules” via
PsLoadedModulelList and function “driverscan” via
. DRIVER_OBJECT parsing. Driverscan shows the hidden driver

Uplatile Systems‘: |]n at1laty |t
BxB23012d8 Bxf2ihdong 2 ﬂﬂxfﬁehcﬂﬂﬂ 73728 [ pe 386’ 'pedth’ "\Wriver\\pedgh’
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SSDT and Shadow SSDT

The SSDT is a data array in kernel memory, that
stores pointers to the native API functions of
Windows, e.g. NtCreateFile, NtEnumerateKey

These functions are handled in NTOSKRNL

Some older rootkits hooked some distinctive
functions to hide its files or registry entries when
queried from usermode

Another data array is the Shadow SSDT, pointing to
native graphic and windows related functions,
handled in Win32k.sys
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A

Finding manipulated SSDT und Shadow SSDT entries

c:sUolatility—-2.8.13wol.py ssdt —f “forensicswmalware—imagessruntineZ.dmp I
Uolatile Sysztems Uo -0
Gathering all referenced 58DTs from KTHREAD=s . ..
Finding appropriate addrezs space for tahles._..
SEDTIA] at 8A5A1838 with 284 entries
Entry BxBBA@: Ox805984%2a (NtAcceptConnectPort? owned by ntoskrnl.exe
Entry Bx0001: Ox805%e5666 (MtAccessCheck? owned by ntoskenl.exe
Entry Bx0002: Bx805eBecd C(MtAccessCheckAndAuditAlarm?» owned by ntoskernl.exe
Entry BxA0@3: Bx805e5698 (NtAccessCheckByType? owned by ntoskrnl.exe
Entry BxAdd4: Bx8@5eBefe (NtAccessCheckByTypeAndAuditAlarm? owned by ntoskrnl.exe
Entry BxABAS: Ax8@5e56ce (MtAccessCheckByTypeResultList? owned by ntozkenl_exe
Entry BxBB06: Ox8@5e8f42 (MtAccessCheckByTypeResultListAndAuditAlarm? ouwned by ntozskrnl.exe
Entry BxBB08Y: Ox8@5e8f86 (MtAccessCheckByTlypeResultListAndAuwditAlarmByHandle» owned by ntoskenl.exe
Entry Bx0008: Bx886B8a5da CNtAddAtom> owned by ntoskenl.exe
Entry BxA0@?: Bx8068h84e (NtAddBootEntry) owned by ntoszkernl.exe
Entry BxAdda: Bx8@5eBaldd (NtAdjustGroupsToken? owned by ntoskrnl.exe
Entry BxAldb: Ax8@5e@668 (NtAdjustPrivilegezToken?» owned by ntozkrnl.exe
Entry BxBBAc: Bx805c?7684 (HtAlertResumeThread?» owned by ntoskrnl.exe
Entry Bx@800d: Ox805c?634 (MtAlertThread? owned by ntoskenl.exe
Entry BxB0de: Bx806BacBd (NtAllocatelLocallylUnigqueld? owned by ntoskrnl.exe
Entry BxA00f : Ax885aa@88 (NtAllocatelserPhyzicalPages) owned by ntoskrnl.exe
Entry BxA@18: Bx8060a218 (NtAllocateluids? owned by ntoskrnl.exe
Entry BxfB11: Bx8859c?18 (HtAllocatelirtuwalMemory? owned by ntoskrnl.exe
Entry BxAB12: Ox8d5ad4d4da (HtAreMappedFilesTheSame?» owned by ntoskrnl.exe
Entry Bx@813: Ox805chlb2 (HtAszignProceszsToJobObject? owned by ntoskenl.exe
Entry BxAfdid: Bx8@4feddd (NtCallbackReturn? owned by ntoskenl_exe
Entry BxAA15: Bx8B5hcede (NtCancelDevicelWakeupRequest) owned by ntoskrnl.exe
Entry BxAf16: Ax8@56abebt (NtCancelloFile} owned by ntozkrnl.exe
Entry Bx@B17: Bx8H5341dc (HtCancellTimer?» owned by ntoskernl.exe
Entry Bx@018: Ox806838Bea (MtClearEvent?» owned by ntoskrnl.exe
Entry Bx001%: Bx865hB8714 (NtClose>» owned by ntoskrnl.exe

Entry BxBAf41: Bxf76054d8 (NtDeletelUalueKey) owned by runtime.svys
NLry Mx - & EVICElOCONCEFOIF1IE.) OWNE U NLCOSKENL.E

Entry BxB043: Bx806078aa (HtDiszplayString? owned by ntoskrnl.exe

Entry BxfAddd: Bx885h21f@ (NtDuplicateObject?> owned hy ntoskrnl.exe

Entry BxAHd45: Bx8H@5el18ab6 (MtDuplicateToken? owned by ntoskenl_exe

e (N i l.exe

ntry Mx o a (MtEnumeratekey! owne runtimes.syus
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Global Descriptor Table (GDT) and callgates

The GDT is a table used in protected mode of a x86
CPU to manage memory, multitasking and different
callgates

A callgate is a mechanism in Intel x86 arch to change
privilege level of the CPU

Some rootkits install such callgates to execute code
with the highest privilege (Ring 0) from usermode
(Ring 3) without the need to have a driver, e.g. by
calling DeviceIOControl

Callgate usage works by executing ™“call far ptr <addr>"
from usermode code
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Show Global Descriptor Table to detect installed callgates

latility—E.E.iﬁgul.EE Edt —F T OFEensi1Cs ~Mmalware —1mageswalipop.amnp |
ile Systems UolaTiTity Framewor -

Uola

Sel

AxA

Bx8

Ax18
Bx18
Bx28
Bx28
Bx36
Ax38
Ax4B
Bx48
Ax58
Bx58
BxbB
Bxb 8
Bx78
Ax78
AxBA
AxB8
Bx28
Bx28
Hxal
Bxad
BxbB
Axbhi
AxcH
AxcH
AxdB
AxdB

Ba=e

Bxf fdfBa
HxA

HxA

A

A
@xBB0042800
@xf £ df £ BE0E
B fdf 8808
#4188

HxA
B@x885421 808
BxBA542168
Bx22f30
Bxh3000
@k £ £ £7000
H@x88488800
#8488 800
HxA

HxA

A
Bx825d4d8930
@B

BB

@B

HxA

HxA

HxA

HxA

Limit
Axdbbhb

(557 i 5 S o 5 o o 4
(557 i 5 S o 5 o o 4
(557 i 5 o o o o
(557 i 5 o o o o
Bx2B8ab
Bx1fff
Bxfff
Bxffff

BxA

Bx6B

Bx6B8
Bxfffr
Bx3fff
Bx3ff
Bxffff
Bxffff

BxA

BxA

BxA

Bx6B

BxA

BxB

BxB

AxA

BxA

BxA

BxA

Type DFPL
TE516 Busy 2
Code RE
Data RW
Code RE
Data RUW
TE532 Bu=sy
Data RUW
Data RYW Ac
Data RW
“HRezserved>
TSES32 Avl
TSS32 Avl
Data

Data

Data

Code

Data

Data
“HRezserved>
<Reserved>
TSS32 Avl
<Reservedr>
<Reserved>
<Reserved>
“Rezseruved>
“RHezseruved>
“HRezserved>
“HRezserved>

QARG REEREERWUARWWERE S

Pr

P
P
P
P
P
P
P
P
P
N
P
P
P
P
P
P
P
P

x3ed BxB0A3f0008

AA3fUAA: bbhdbBadfff
AA3f0As -

c3

CallGate32 3

MOU EBX .
RET

Bt FAdfBadb

BB

Ax3f8 Bx3883

Ax3F8

WA

BxFfEFFEFEF
Bxf3f8
AxA

Code RE 5]
“Rezseruved> 5]
“HReseruved> 5]
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Kernel callback which is being called when a bugcheck occurs and
possibly a crashdump is being created, e.g. to clean up malicious

code pages

GC:islUolatility-2.8.1Jvol.py callbacks —f “forensicssmalware-imagessrustock—c.umem
Uolatile Systems Uul&tttttg‘!?ﬂﬂﬂﬂﬂ?ﬂ'!?ﬂ

Type
i eProcessMNot if yBout ine

ke BugGheckCallbackListHead

Callback

Ixt BE bbb ae

5: 1k

Re DUgLNecKCAl1DackL1SCHEeaC
KeBugCheckCallbackListHead
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhack
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhack
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication

Mxtadebaed
BxB8Bbd57ca
Bxf8h5aach
Bxf8h5aaTi
Bxf3hbhaald
BxfB82d93e2
Bxf8311806
Bxf8318f66
BxfB3hacShe
Bxf8bhacbhe
BxfB3hacbhe
Bxf88ddc 74
Bxf82e565c
BxfB82e5hhc
Bxf7h488f a
Bxf82e565c
Bxf8bacbhe
BxfB3hacbhe
Bxf83d733d
BxfB82e5hhc
Bxf86aa?3a
Bxf853b2he
Bx885cc?Tc
Bx8A5f 4638

Ouner
(LR THLA L] =
THENOLIN

D558 (Ndis miniport)

hal.dll <ACPI 1.8 - APIC platform UP>

mssmhios.sys (SMBiosData>
mssmbios.sys (SMBiosReqistry)
mzsmhios.sys (SMBiosDatafCPI)
UIDEOPRT.SY¥S <(Uideoprt?

USBPORT .5YS <USBPORT>

USBPORT .5¥S <USBPORT>

Fz_Rec .5¥YS (“\FileSystem“Fs_Rec>
Fz_Rec.5YS (“\FileSystem“Fs_Rec’
Fz_Rec .5¥Y5S (\FileSystem“Fs_Rec’
Cdfs.8Y5 (\FileSystem“Cdfs)
UIDEOPRT.SYS <“\Driversmnmdd)
UIDEOPRT.SYS <\DriversUgaSave)
vmhgfs.sys (\FileSystemumhgfsz>
UIDEOPRT.SYS <“\Driver~RDPCDDD
Fz_Rec.5YS <“\FileSystem“Fs_Rec>
Fz_Rec .5¥Y5 (“\FileSystem“Fs_Rec’
Mup.sys (\FileSystem“\Mup>
UIDEQPRT.SYS <“\Driver‘wmx_svgal
MountMgr.sys (\Driver\MountMgr>
ftdisk.sys \DriversFtdisk)
ntoskenl.exe (\FileSystem“RA>
ntoskenl.exe (\DriversWMIxUWDM>
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Kernel callback which is being called when a system is about to
shut down, e.g. to check if MBR is still properly infected

Uolatile Systems Uo
T ype
PzSetCreateProcessMotif yRoutine
KeBugCheckCallbackListHead
KeBugCheckCallbackListHead
KeRegisterBugCheckReasonCallback
KeRegiszterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegiszterBugCheckReasonCallback
KeRegiszterBugCheckReasonCallback
KeRegiszterBugCheckReasonCallback
IoRegisterShutdownMotification
IoRegisterShutdownMotification
InReglstEPEhutduwnHutlf1cat10n
IoRegisterShutdownMotification
TREY =3 i1l L) [ 1
InReglstEPEhutduwnHutlf1cat10n
IoRegisterShutdownMotification
IoRegisterShutdownMotification
IoRegisterShutdownMNotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotification
IoRegisterShutdownMotification
IoRegisterShutdownMNotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotification
IoRegisterShutdownNotification

C:xUolatility-2.8. iluul .py callbacks —f furen51cs\ma1ware 1mages\zeruﬂccess dmp

Eallhack

Bxf88dh6ae
Bxf83eb5ed
Bx8B6d57ca
Bxf8h62ach
Bxf8h62a?8
Bxf8hb2alfd
Bxf82d?3e2
Bxf82fabbo
Bxf82f92f66
BxfB2e565¢c
Bxf8hh45he
Exfﬂhthhe

iyt 5 b

Exf?hﬁh?dﬂ
Exf?hﬂﬂﬂfa
BxfB2e565¢c
BxfB2e565¢c
Bxf878dc 74
Bxf8hh45he
BxfB2e565¢c
Bxf83d233d
Bxf86aa?3a
Bx885cc??c
Bxf853bh2he
Bx885£ 4630

Ouner

vmdebug.sys

NDIS.sys (Ndis miniport)
hal.dll <ACPI 1.8 - APIC platform UP)
mssmhios.sys (SMBiosData)
mzsmhios.sys (SMBiosRegistry)
mssmhios.sys (SMBiosDatafACPI)
UIDEOPRT .8Y¥S <(Uideoprt?

USBPORT .58%¥5 <(USBFORT>

USBPORT .58%¥5 <(USBFORT>

UIDEOPRT .8¥S <“\Driver~RDFCDD)>
Fz_Rec.85YS (\FileSystem“Fz_Rec>
FS_REE 5Ys (\Flleﬂystem\Fs_Rec}

A Bec )
UHHHUHH (\DPlUEP\EEEEiE?g}

EM~I s _Hec )
umhgfs sys (\Flleﬂystem\umhgfs}
UIDEOPRT .S¥S {“\Driversmnmdd>
UIDEOPRT .SYS \Driversvmx_svgad
Cdfs.5¥Y8 (\FileSystem~Cdfs)
Fz_Rec.85YS (\FileSystem“Fz_Rec>
UIDEOPRT.SYS \DriversUgaSavel
Mup.sys (\FileSystem“Mup)
MountMgr.sys (\DriversMountMgr)
ntoskenl.exe (\FileSyztem“RAW>
ftdizsk.sys (\DriversFtdisk)
ntoskrnl.exe (\DriversWHIxUWDM)




é
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Kernel callback which is being called whenever a new module
(Kernel+Usermode) gets loaded, e.g. to inject usermode code
into the target process

Cislolatility-2.0.1%0l1.py callhacks -f “forensics\nalvare-inagesstdl3.vmen
Uulatile Systems Uol? - -

HeHugﬂheckﬂallhackLlstHead foﬂ3hc5&d NDIS. sys (Hdls miniport)
KeBugCheckCallhackListHead BxB06d57ca hal.dll CACPI 1.8 - APIC platform UP)
KeRegisterBugCheckReasonCallhack BxfBhbaach nssmbios.sys (SMBiosData)
KeRegisterBugCheckReasonCallhack Bxf8h5aa?8 mssmbios.sys (SMBiosRegistry)
KeRegisterBugCheckReasonCallhack Bxf8h5aald mesmbios.sys (SMBiosDataACPI)
KeRegisterBugCheckReasonCallhack Bxf82afde2 UIDEOPRT.SYS (Videoprt)
KeRegisterBugCheckReasonCallhack Bxf82dBnB6 USBPORT.SYS (USBPORT)
KeRegisterBugCheckReasonCallhack Bxt82cttbb USBPORT.SYS CUSBPORT)
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Kernel callbacks to fake NTOSKRNL.EXE, which is being called
whenever a hew module (Kernel+Usermode) gets loaded and a
new process is created

E:NUulatility—E.ﬂ.iiuul.py callbacks —f “forensicsmalware—images“carberp_with_bhootkit.umem
Uolatile Systems Uo Fg )

Lie Lallbhack __QOuocs
PFzSetloadlmnageNotif yRoutine Bx88881c6B ntoskenl.exe
FzSetCreateProcessNotif yRoutine HxBABA1220 ntoskrnl.exe
PshetLreateProcessNOL 1T YROUC1ne WxIonGhhae umdenuy.sys
KeBugCheckCallbackListHead HxfB83ebbed MDIS.sys (Ndis miniportl
KeBugCheckCallbackListHead Bx806d57ca hal.dll <ACPI 1.8 - APIC platform UP>
KeRegisterBugCheckReaszonCallback BxfB8h6bacH mssmbios.sys (SMBiosDatal
KeRegisterBugCheckReasonCallback BxfBh66a'Y8 mssmbios.sys (SMBiosRegistruyl
KeRegisterBugCheckReasonCallback HxfBh6b6all mssmbios.sys (SMBiosDatalCPI>
KeRegisterBugCheckReazonCallbhack BxfB82d93e2 UIDEOPRT.SYS Uideoprt?
KeRegisterBugCheckReazonCallback Bxf82faP@d6 USBPORT.SYS C(USBPORT>
KeRegisterBugCheckReazonCallback HxfB82F9f66 USBPORT.SYS C(USBPORT>
IoRegisterShutdownNotification Bxf88hdc'?4 Cdfs.8YS “\FileSystem~Cdfs)
IoRegisterShutdownMotification Bt ?h488fa vmhgfs.sys (“\FileSuystemsumhgfs)
IoRegisterShutdownMotification Axf8bhB5he Fs_Rec.5YS8 <(~FileSuystem“Fs_Rec?
IoRegisterShutdownMotification Bxf8bhB5he Fsz_Rec.5YS8 (“FileSuysztem“Fs_Rec?
IuHegisterEhutduwnﬂgtificatinn Hxf8bbB5he Fz_Rec.5YS8 (“FileSuysztem“Fs_Hec)
IoRegisterShutdownMptification Bxf82e565c UVIDEOPRT.SYS {Driver~RDPCDD>
IoRegisterShutdownNotification BxfB82e565c UVIDEOPRT.SYS DriverslUgaSawvel
IoRegisterShutdownNotification HxfBbbB5he Fs_Rec.5YS8 (“FileSustem“Fs_Rec)
IoRegisterShutdownMotification Bxf82e565c UIDEOPRT .S¥S \Driverswmx_svgad
IoRegisterShutdownMotification BxfB82e565c UIDEOPRT .S¥YS Os\Driversmnmdd>
IoRegisterShutdownMotification Hxf8bbB5%he Fz_Rec.5YS8 {(“FileSuyztem“Fsz_Hec)
IoRegisterShutdownNotification Bxf83d933d Hup.sys S\FileSystem“Mup>
IoRegisterShutdownMotification BxfB6aa?3a HountHgr.sys SDriversMHountMgr)
IoRegisterShutdownMotification AxB8B5cc?c ntoskenl.exe (“\FileSystem~RAl>
IoRegisterShutdownMotification Bxf853b2bhe ftdisk.sys \DriversFtdisk)
IoRegisterShutdownMotification Hx8B5Ff 4630 ntoskenl.exe \DriversWMIxWDM>
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Kernel callback to get notified whenever a filesystem registers,
e.g. to attach to filesystems as filterdriver and control/intercept
IRP packets

Ic:\Unlatility—E.E.iiuul.EE callbacks —f “forensics\malwvare—imagessstuxnet. deJ
Volatile Systems VolaTility Framework 2.9
Type Callback Ouner

PsSetLoadImageMot if yRoutine
PsEetEreatePrucesant1fyHuut1nE

BxfB9eadBb
ExFEEEhEaE

merxcls.sys
uvmdebuyg . sys

mrxnet sys

ExPBhEEQEE
: dis miniport>

ExBEEdE?ca hal. dll ¢ACPI 1.8 — APIC platform UP>

BxfBhbaacHl mzsmbhios.sys (SMBiosData>

Bxf8hbaaYd mzzmhiozs.sys (SMBiosRegistry)

BxfB8hbaa3l mszsmbhios.sys (SMBiosDataACPI>

Bxf82d93e2 UIDEOPRT.SYS (Videoprtl

Axf82fall@6 USBPORT .5YS <USBPORT >

Bxf82Ff2f66 USBPORT .SYS <(USBPORT>

HEBugﬂheckﬂallhackLlstHead

KeRegisterBugCheckReasonCallhback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhback
HKeRegisterBugCheckReasonCallhback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhback

IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification

Axf898dc?4 Cdfs.S5YS (“FileSystem~Cdfs>

Bxf 7?h488f a
Bxf82e565¢c
BxfB2e565¢c
BxfBhb25he
BxFB8hb25he
BxfBhb25he
BxFBhb25he
BxfBhb25he
Bxf82e565c
BxfB2e565¢c
BxfB83d933d
Bxf86aat3a
BxfB853b2hbe
Bx8@5ccY e
AxBA5f 4638

vmhgfs.sys (“\FileSystemwumhgfsz)
UIDEOPRT .SYS (“\Driversmnmdd>
UIDEOPRT .5¥S% <~DriversllgaSave?
Fz_Rec.5Y8 (“FileSystem“Fz_Rec)
F=_Rec .5Y¥5 (“FileSystem“Fs_Rec?>
Fz_Rec.5Y8 (“FileSystem“Fz_Rec)
Fz_Rec.8¥8 (“FileSysztem“F=z_Rec?>
Fz_Rec.5Y8 (“FileSystem“Fz_Rec)
UIDEOPRT .8%¥S (“Driver~RDPCDD>
UIDEOPRT .5%¥58 <~Driversumx_svgal
Mup.sys (“\FileSystem~Mup>
MountMgr.zvs “DriversMountMgrl
ftdizsk.sys (\Driver Ftdisk>
ntozkrnl.exe (“FileSystem“RAl>
ntozskrnl.exe “\Driver UMIxWDM>
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Show device tree via _DEVICE_OBJECT parsing, e.g. to detect
unknown file devices

|c:\Uulatility—E.E.i}bul.py devicetree —f “forensics'malware—images“ZerofAccess.dmnp ]
Uolatile Systems Uolatility Framework Z.H
DRU 8xB82883e35%8 *~~Filefysztem - ~Eruv’
DEU Bx8208eZ28@ LanmanSerwver FILE_DEUICE_MWETWORK
DRU BxB826892948 ' ~~Driversssysaundio’
DEU 8x820722788 =zyzaudio FILE_DEUICE_KS
DRV 8x82022f38 *~~Driver~wdmaud’
DEU Bx32092eB88 <unnamed?» FILE_DEUICE_KS
DRU BxB28%9e848 *~~FileSystem~~MRxDAU*
i DEU 8x820a77ed WebDavRedirector FILE_DEUICE_MWETWORE_FILE_SYSTEM
DRU Bx@ZBaf168 ‘A Driver ~LGTO_Sync’
DEU Bx82094e48 lgto_sync FILE_DEUICE_UNKEHOWH
DRU BxB28c36f8 *~A“FileSystem““Fastfat’
——1 DEU Bx828c34ad FatCdrom FILE _DEUICE_CD_ROM_FILE_SYSTEM
i DEU Bx820c35d8 Fat FILE_DEUICE_DISK_FILE_SYSTEM
i ATT Bx828c4ddd <unnamed?> — *“~~FileSystem~spr' FILE_DEUICE_DISK_FILE_SYSTEH
DRV Bx@A20c6c?B *~SNDriverssuwindZ2dd’!
——1 DEU Bx822ed@850 win32dd FILE_DEUICE_UHKEHOWN
DRU Ax@2193f38 "~~FileSystem~~Cdfs’
i DEU Bx8246a840@ Cdfs FILE_DEUICE_CD_ROM_FILE_SYSTEM
DRU Ax@z22h8f38 ' ~~Driverssmnmdd’
i DEUV Bx82476818 Uideo2 FILE DEUVICE UIDEOQ
DRU Ax@22bcdald 'S Drivers~MetBT’
DEU Bx822cbc3B HetBT _Tcpip {8D6EY63ID-3858—42BD-AB14-1726BE4E48A1* FILE_DEUICE_MWETUWORK
DEU Bx822d94el@ MetBt_Winsz_Export FILE_DEUICE_MWETWORK
DEU Bx82312d38 HethiosSmbh FILE_DEUICE_HETWORK
DRU BxB@22bfb28 *~~Driver~~HTTP'
DEU Bx32858438 AppPool FILE_DEUICE_MWETUWORK
DEU BxB22f46d8 Filter FILE_DEUICE_HNHETWORK
DEU Bx82095%9e8 Control FILE_DEUICE_METUWORK
DRV Bx@Z22c58880 *~~Driver~~Fips*
———1 DFEU B2 cfFd8 Fiope FILE DEUICE FIPS
DRU BxB24526d8 -~ Driver~~B0000187%9°
H DEU Bx8243cB48 ACPIHPNPA3IBIH2Edaladff&d FILE DEUICE _UNKHOWUH
s Filefbystem~~\HEx5mh”’
DEU BxB22b5f18 LanmanDatagramBeceiver FILE_DEUICE_METWORK_BROLWSER
DEU Bx823aB278 LanmanRedirector FILE_DEUICE_HWETWORE_FILE_SYSTEM
DRU BxB245ec?d ' “sDriversssuwenum’
——1 DEU Bx828al1h83 KSENMUMHOBAAOAAT? FILE_DEUICE_UNEMOUMN
i ATT Bx820aeB3@ <unnamed? — *“~~Driversskmixer' FILE_DEUICE_KS
DEU Bx8207%cef HSENUMHBBOBAAEZ FILE_DEUICE_UNEMWOLUM
ATT Bx82092780 syzaudio — ‘ssDriversssysaudio' FILE_DEUICE_KS
DEU Bx8207a4@B@ HSENUMH#BAOHAEE1 FILE_DEUICE_UNEMWOLWM
i ATT Bx8287%ed8 <unnamed? — *“sDriversswdmaud' FILE_DEUICE_KS
DEV B8x824461b8 <unnamed?> FILE_DEUICE_BUS_EXTEMDER
DRU BxB233acald ‘'~ Driver~“~Rasfcd’

"
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Hunting for orphan threads

Drivers requiring delayed processing usually use a work
item, using IoQueueWorkItem with a pointer to its callback

routine

When a system worker thread processes the queued item it
gets removed and the callback gets invoked

System worker threads run in the system process context
(PID 4)

Whenever work items have been processed or other system
threads have been created this leaves traces on the
callstack

Modern rootkits often map themself into the non paged
kernel pool, start this code as system thread and unload
the original driver. These system threads without an
existing driver entry can be detected with the Volatility
“OrphanThread” function
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System Worker Threads parsing (SYSTEM process) to detect
orphan threads

E:HUulatility—E.ﬂ.liunl.py threads -f “forensicssmalware-imagessZeroflccess.dmp —F OrphanThread
Uolatile Systems Vo .

ETHREAD: Bx822d803@ Pid: 4 Tid: 584
Tags: OrphanThread,SystemThread
Created: 2011-12-86 11:15:44

Exited: -

Ouning Process: BxB825h4838 ’'System’
Attached Process: Bx825h4838 'Systenm’
State: UWaiting:UrQueue

BasePriority: Bx8

Priority: Hx8

EtartAddress: Bxf 7hod1B5
epyicelahles Wx
[B] BxBA561630
11 -
[21 -
[31 -
Win32Thread: BxBAAABROA
CrozsThreadFlags: PS_CROSS_THREAD_FLAGS _SYSTEM
f'7hodi@5: 58 POF EAX
f7hod1B6: 8768424 #CHG [ESP1, EAX
f'7hod189: f£dB CALL EAX
f'7hodiBh: 8hBAfB2hhL?EY MOU ECX,. [Bxf7?h72bhf8]
f'7hodil1l: £FE250002h7F7 JHMP DUORD [8xf7h76020@]
f7hod11?: 64al18000BHH MOU EAX, [FS:Bx181
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Hunting for suspicious functions in kernel timers

Kernel timer DPCs are being used to
schedule an execution of a function to a

particular time
Some rootkits install timers, e.g. to start

C&C communication after an elapsed time or
to check if the system is currently being
traced or debugged
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Show installed kernel timer routines and its owners via
_KTIMER parsing

c:\Uulatility—E.B.i)bul.py timers —f “forensicsmalware—images“rustock—c._umem ]

Uolatile Systems Uolatility Framework Z_H

Offset DueT ime Period(m=z>» Signaled

Bxf 7380a778 AxBEREE0A - Ax6dbAr Bh4d A -

AxBHA558a48 AxA00R0A0A - Ax6EBFf10168 1004 Yes

Bx821ch24B AxBEREE0AA : Ax68fafadB A -

AxBA54f 288 AxBEREE0A - Ax69867672 A -

Bxf Fcl3fal B:xAABAAAEA : Bx74f 6 Ff d46

Axf Fcl3IbBs BxAABAAAEA - Bx74f 6 Ff d46
AxAAEAAEAAS - Ax61leB2h46
AxAAAAAAAS - Ax6h 7192346
AxBAERAE0A : Ax6 9847 daB
AxAAEAAAAA : Ax7A36F57A
Bx80ER0EAA - Ax3ae33dee
AxA0EAAAA6 : Ax7A3bA42 ae
AxAAEAAAAA : Ax75113724
AxAAAAAAA0 : Ax8al7d2d42
AxAEEAAEAAS - Ax6h? 7hieb
AxAAEAAAAA : Ax6933c348
AxAAEAAEAAA - Axbbhabcdbb
AxAAEAAAAA : Ax695c4h3a
AxBAER0E0A : Axa?2ab6hhB

Module
BPU._SyYs
ntozkrnl._exe
BEP.SYs
ntoskrnl._.exe
ipsec.sys
ipsec.sys
ntoskrnl.exe
ipsec.sys
TDI.S¥S
ntoskrnl._.exe
ntoskrnl._.exe
HTTP.su=s
ipnat._.suys
ks.sys
netht .sys
netht_.sys

Routine
Bxf?2fh385
Hx80523026
Hxf84b392e
HxB8@4e5aec
Hxf PcB44d3
Hxf PcB444%
Hx8HA533h18
Hxf PcB444%
HAxf8%aadfB@
Hx80534016
Hx80534016
Hxf ?AcIaeh
Hxf Fabcf?8
Bxf832653c
Hxf?hi448a
Hxf7?hi448a
Hx8Hl4f 3072 ntoszkrnl.exe
HxBAS526bac ntoskrnl . exe

=]
=
=
=
=
o]
o

1]

BxABARREOA : AxbhSch4e 88
A:xAAAAA1 31 t Bx34c6chie
BxA0BEAA1 31 : Ax34c?2ded
A:xARAAAAG0A : Ax678e5cPe
BxA00BHHHA : Bx628e5cPc
BxA0BAAA0A : Ax6e5318%c
BxA0BAAAT?E : AxPe4df 29 c
BxA0BAA1 31 : Ax34cdf 29c
BxADBRRE0A : AxBBcl16258
AxAAAAAAA]L : Axeeb621ehi
BxA0BRAE0A : Ax7f 4hBd28
BxA0BAAAAL : Ax 24784 £ 8
BxA00BHHHA : Bxb638f aac
BxBE0AANA0 - AxE1lebbddc
BxABBRAEOA : Ax81 ebb 44c
BxA0BRRE0A : Ax6 a4t 7hlib
BxABBRAEBA : Ax6a517hc B
BxAPBRAEBA : Ax6chld51l6
BxAPBERAEBA : Ax6chld516
Bx80AAREOA : Ax13?abbtBa
BxA0BRAA?E - Ax £ 1d5£ 32
Bx80BBRA0A : AxBf 1 3£ f2e
BxABARRE0A : Ax6dBEg 2hA
BxADBRREEA : Ax 7?4442 ced

NI CRRERRE®

=)
=
&=
&=
=

T T T T T I~ I~ Y~ O T Y A

e
oo
Wow

WxBlclbd2f UMEMOLUN

E3 [ tf=s.sys
Hxf83fardf HDIS .syu=s
HxfB3fafdf HDIS .sus
Hxf83fafdf HDIS .syu=
HxfB3fafdf HDIS .sus
Hx8A534816
BxfB3fafdf
Bxf83fafdf
Bx80534016
Bx80534816
Bxcf 7hi448a
Bx8A534816
Bx80589d2a
Bxf7dcli8de
Bxcf 70h6 202
Hxf Phe2 385
[BxBici6dZf
HUxfdallocd
HBxf8alZ26cd
Bx88534016
BxfB3fafdf
HxBA53401 6
HxBlclod2f UHEHOWN

i [ .S US

HDIS . sus
HDIS .syus

netht_.sys

HITP.zys
HTTP.=zsu=s
afd.zys
UNEHOWH |

HDIS .sus

ntozkrnl.exe
ntoskrnl._.exe
ntozkrnl.exe

ntozkrnl.exe
ntoskrnl._.exe

watchdog.zys
watchdog.sus
ntozkrnl.exe

ntozskrnl .exe
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Show driver IRPs to detect manipulated dispatcher functions

(Example: DriverStartlo hook)

ﬂ solatility-2. 8.1
latile Systemz Uo
Hame

Drluerﬂtart

vol.py deriverirp —f “forensics'malware-imagesstdld.vmem

i'zrn'rry-mm T

-r atapil

IRP
IRP_MJ_CREATE
IRP_MJ_CREATE_NAMED_PIPE
IRP_MJ_CLOSE
IRF_MJ_READ
IRP_MJ_MRITE
IRP_MJ_QUERY_INFORMATION
IRP_MJ_SET_INFORMATION
IRP_MJ_QUERY_EA
IRP_MJ_SET_EA
IRP_MJ_FLUSH_BUFFERS
IRP_MJ_QUERY_VOLUME_INFORMATION
IRP_MJ_SET_UOLUME_INFORMATION
IRP_MJ_DIRECTORY_CONTROL
IRP_MJ_FILE_SYSTEM_CONTROL
IRP_MJ_DEUICE_CONTROL
IRP_MJ_INTERNAL_DEVICE_CONTROL
IRP_MJ_SHUTDOWN
IRP_MJ_LOCK_CONTROL
IRP_MJ_CLEANUP
IRP_MJ_CREATE_MAILSLOT
IRP_MJ_QUERY_SECURITY
IRP_MJ_SET_SECURITY
IRP_MJ_POUER
IRP_MJ_SY¥STEM_CONTROL
IRP_MJ_DEVICE_CHANGE
IRP_MJ_QUERY_QUOTA
IRP_MJ_SET_QUOTh

L_PHE

IrpAdde

Bxf84dc5h72
BxB8@4f328e
Bxf84dc5h72
BxB8@4f 328e
BxB8@4f 328e
BxB8@4f 328e
BxB8@4f 328e
BxB8@4f 328e
BxB8@4f 328e
BxB8@4f 328e
BxB8A4f320e
BxB8@4f328e
BxB8@4f328e
Bx8@4f 328e
Bxf 84dc5h92
Bl §4d87h4d
BxB8@4f 328e
BxB8@4f 328e
BxB8A4f320e
BxB8@4f328e
BxB8@4f328e
Bx8@4f 328e
Bxf84dcShe
Bxf 84e3164
BxB8@4f 328e
BxB8@4f 328e
BxB8A4f320e

DriverStartio

IrpOuner
atapi.sys
ntoskrnl.exe
atapi.sys
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
atapi.sys
atapi.sys
ntoskrnl.
ntoskrnl.
ntoskernl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
atapi.sys
atapi.sys
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe

HxB81cab292  IUNKNOUN i

HookfAddr

HookOuner
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Show driver IRPs to detect manipulated dispatcher functions
But where’s the hook?

C:\Uolatility-2.8.1

iuul.EE driuerirE

—f “forensics\malware—imagesstdl3.vmem —» atapi |

Wolatile Systems UolaTility Framework 2.0
IRF

DriverStart

Hame

IRP_MJ_CREATE
IRP_MJ_CREATE_NAMED_PIPE
IRP_MJ_CLOSE

IRP_HJ_READ

IRP_HJ_WRITE
IRP_MJ_QUERY_INFORMATION
IRP_MJ_SET_IMFORMATION
IRPF_HJ_QUERY_En

IRP_HJ_SET_EA
IRP_MJ_FLUSH_BUFFERS
IRP_HJ_QUERY_UOLUHE_INFORMATION
IRP_MJ_SET_UOLUME_IMFORMATION
IRP_MJ_DIRECTORY_COMTROL
IRP_MJ_FILE_SYSTEM_CONTROL
IRP_MJ_DEUICE_COMWT ROL
IRP_MJ_INTERNAL_DEUICE_CONTROL
IRP_MJ_SHUTDOWN
IRP_MJ_LOCK_CONTROL
IRP_MJ_CLEAMUP
IRP_MJ_CREATE_MAILSLOT
IRP_HJ_QUERY_SECURITY
IRP_MJ_SET_SECURITY
IRF_MJ_POUER
IRP_MJ_SYSTEM_COMT ROL
IRP_MJ_DEVICE_CHAWMGE
IRP_MJ_QUERY_QUOTA
IRP_MJ_SET_QUOTA

IRP_HJ_PNP

DriverStartlo

IvrpAddr

Bxf84dhf2
Bxf84dhf2
Bxf84dhf2
BxfB4dh9f2
BxfB4dh9f2
BxfB4dh9f2
BxfB4dh9f2
BxfB4dh9f2
BxfB4dh9f2
BxfB4dh9f2
Bxf84dh?f2
Bxf84dh?f2
Bxf84dh?f2
Bxf84dh?f2
Bxf84dhf2
Bxf84dhf2
Bxf84dhf2
BxfB4dh9f2
BxfB4dh9f2
BxfB4dh9f2
Bxf84dbh?f2
Bxf84dh?f2
Bxf84dh?f2
Bxf84dh?f2
Bxf84dhf2
Bxf84dhf2
Bxf84dh?f2
BxfB4dh9f2
Bxf84d97ch

I[»pOun
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.
atapi.

er
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys
sys

fatapi’

HookAddr

HookOuner




‘ ww"iv“iwe:omnuc-rm ORG

Show driver IRPs including disassembly using the driverirp
function in combination with the —-v parameter. This shows the
patched code and jump to the _KUSER_SHARED_DATA area

C:\Uulatility—Z.E.iiuul.EE driuerirE —f “forensics malware—images tdl3.vmem —r atapi —v |

Uolatile Systems UolaTL1Iity Fromeuwnrk 2.8
DriverStart Mame IRP IrphAdder
‘atapi’ IRP_MJ_CREAT Axf84dh?f2
: alBfB3dfff MOU EAX,. [Bxffdf@368]
: ffaffcBBRBeR JHF DUORD [EAX+B@xfc]
: f4 HL1
: 18608 SBE [EAX]. AL

I rpOuner HookAddr HookOuner
atapi.sys - -

: BAaAa
: BAaa
: BAaA
: Bhff
: 55

: Bhec

: alB8A3dfffE
: ffadfcABREBA
: f4

: 1888
: BAAA
: BAeA
115
: Bhff

ADD
ADD
ADD
MOU

[EAX].
[EAX].
[EAX].
EDI

EDI.

PUSH EEP
MOU EBP. ESP

IRP_MJ_CREATE_NAMED_PIPE

MOU
JMP
HLT
SEB
ADD
ADD
ADD
MOU

EAX .,

AL
AL
AL

[Bxf FdfA3IAE 1

DUORD [EAX+@xfc]

[EAX].
[EAX].
[EAX].
[EAX].
EDI

EDI.

AL
AL
AL
AL

Bxf B4dh?£2 atapi.sys

: 55 PUSH EEP
: Bhec MOU EBP. ESFP

IRP_MJ_CLOSE
: alBBA3dfff MOU EAX,. [Bxffdf@368]
: ffa@fcABlBnOn JMP DUORD [EAR+8xfc]

Bxf B4dh?£2 atapi.sys

: f4

: 1888
: BAAA
: BAeA

HLT
SEB
ADD
ADD

[EAX].
[EAX].
[EAX].

AL
AL
AL
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Conclusion

Volatility is a very powerful tool, which is able
to detect even the most advanced rootkits if
it’s being used properly.

The analyst should have good windows
knowledge to combine the different functions
in a smart way and draw the right conclusions

False positives could be caused by security
software like HIPS, AV or personal firewalls,
as they act in a very similar way malware
does. The only way to be 100% sure Iif the
code is malicious or not the investigator has
to disassemble the dumped code resp. alerted

functions
39







